
Store. Share. Sync. Secure.



Your own private 
Cloud, where you 
have complete 
control. 

The world’s most secure 
Electronic Data Management 
System, customised to your 
exact requirements 

Unique multilayer encryption 
process makes it virtually 
impossible for hackers to 
obtain usable data 

Share files and work 
collaboratively in a safe and 
secure environment

Track every change with 
full audit trails  

Limitless storage 
capacity availability 

Built-in backup and 
disaster recovery 

Can be used standalone or 
integrated with any other 
software package 

Built-in regulatory compliance 
and GDPR retention 

Built to ISO 27001:2013 
information security standards 

Cloud SaaS application with no 
hardware purchases required 

24/7 support
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Store, 
share and 
sign files, 
securely 

• Cryptoloc’s patented 
technology means only 
the people you want 
can access the files you 
choose to share

• Full audit trails so you 
know who accessed 
your data and when 

• Track every change 
and safely access any 
version of your content

• Revoke access to 
individuals or groups at 
any time

• Receive optional 
notifications every time 
someone changes or 
views a file 

• Individual security keys 
for each user to prevent 
impersonation 

Work collaboratively in a secure 
environment and rest assured that no 
one but the people you want can see 
your files. 

Seamless  
integration

Work and store files the way you always 
have, now with the added security of 
Cryptoloc. Cryptoloc Cloud can be used 
as a standalone web portal application 
or integrated seamlessly with your other 
software systems, apps and processes. 

• Can be integrated with 
any other software 
package 

• Use Cryptoloc Cloud 
as a registry for other 
applications to store 
and retrieve files 

• Integrate with your active 
directory to synchronise 
user privileges 

• Use as a drive for your 
internal IT systems to 
encrypt and store files 

• Build your own 
integrations or allow 
our in-house integration 
specialists to develop 
one for you 
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Endlessly 
adaptable

Customise your Cloud to your exact 
requirements with features that take it far 
beyond the functionality of a conventional 
file manager. 

• Add custom search 
functionality to make 
indexing and file 
retrieval easy 

• Turn the platform from a file 
manager into an employee 
or customer records 
system, CRM, forensic 
case file system, property 
and asset management 
system and more 

• Our in-house 
development team 
will work with you to 
scope out, develop 
and implement your 
exact functionality 
requirements 
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Guaranteed 
compliance

Cryptoloc Cloud comes with built-in GDPR 
retention rules, and has been built to the 
highest information security standards. 

• Automatic central 
compliance monitoring 
ensures you stay ahead 
of new regulations as 
they are introduced 

• Designed and built to ISO 
27001:2013 information 
security standards 

• Fully complies with ICO 
regulations for personal 
data retention 

• The only product on 
the market to guarantee 
full compliance from 
Day One 

• Professional negligence 
and product liability 
insurance up to £10 
million 
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Patented 
technology

• Cryptoloc’s unique 
multilayer process 
combines three 
encryption algorithms 
(AES 256, RSA 4096 
and RSA OAEP) 

• Three different key 
pairs, stored in three 
separate locations, are 
required to decrypt 
protected data

• Each file is split into 
three parts – even if a 
hacker unencrypted 
one file, it would be 
useless without the 
other two 

• No Cryptoloc product 
has ever been 
breached 

Developed in collaboration with an elite 
team of cryptographers, mathematicians, 
data scientists and software developers, 
Cryptoloc’s patented technology means 
no one but the people you want can 
access your digital files. Ever. 

As much 
storage space 
as you need • Pay only for the 

storage you need
• No hardware 

purchases required 
• Data stored securely in 

the cloud with Amazon 
Web Services 

• Limitless scalability 
means you never run 
out of space 

• Built-in disaster 
recovery and backups 
automatically protect 
your data 

• Data can be stored 
in any jurisdiction or 
country you require 

One size doesn’t fit all. With limitless 
scalability, our secure storage solution 
grows with your needs. 

“ “

No Cryptoloc product has ever been breached.
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24/7  
support

• In-house team to 
handle initial scoping, 
development, testing and 
implementation phases 

• Dedicated local Delivery 
Manager assigned to 
your project 

• On-site training for your 
key staff and webinars 
for secondary staff 

• Tailored training 
documentation, videos 
and manuals provided 

• Support team available 
24/7 to clear service 
level agreements 

Our in-house team of experts will fully 
design and implement your Cloud and 
provide you with round-the-clock support. 
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About Cryptoloc 
Headquartered in Brisbane, Australia, with 
offices in Tokyo, New York, Johannesburg 
and Cambridge, Cryptoloc’s patented 
technology ensures that businesses and their 
customers can interact securely, with each 
piece of data assigned its own separate audit 
trail, and every user and action verified and 
accounted for.
While most encryption solutions use only 
one algorithm and two keys, Cryptoloc’s 
patented technology combines three different 
encryption algorithms (AES 256, RSA 4096 
and RSA OAEP) into one unique multilayer 
process, and requires three different key 
pairs – located in three separate locations – 
to decrypt protected data.
Hailed by Forbes as one of the 20 Best 
Cybersecurity Startups to Watch in 2020, 
Cryptoloc’s ISO-certified technologies 
can be deployed across a wide range of 
applications including file storage, document 
management, and counterfeit prevention and 
detection solutions to protect you and your 
business from the threats of today – and 
tomorrow.

WWW.CRYPTOLOC.COM


